Response to Business & Human Rights Resource Centre regarding Amnesty International item: “Fighting for Human Rights in Cyberspace”
16 May 2006
Microsoft sent the statement below to the Business & Human Rights Resource Centre in response to the following items:

"Fighting for human rights in cyberspace", Amnesty International, 11 May 2006: 

http://web.amnesty.org/pages/internet-index-eng
 
“Urge Microsoft not to assist human rights abuses”, Amnesty International, May 2006: http://web.amnesty.org/pages/ec-110506-action-eng  
Microsoft appreciates this opportunity to present its views on this very important issue.
We agree with Amnesty International that Internet companies have a valuable role to play in the realization of freedom of expression and information.  We are deeply concerned about issues of individual security and government control of Internet content, in China and elsewhere, which recently have prompted widespread public attention.  
Microsoft believes that issues of Internet content and customer security go to the

heart of our values as a company.  The Internet should be fostered and protected as a

worldwide vehicle for reliable information and communications, personal expression,

innovation and economic development.  

We disagree with Amnesty International, though, that the net result of our providing Internet services in China is to assist in repression, censorship or violation of basic freedoms.  On the contrary, the availability of Internet services provided by Microsoft and other U.S. companies has increased the ability of Chinese citizens to engage in free expression.

We also want to correct a number of factually misleading and inaccurate statements in the Amnesty International item.  Specifically:
· Microsoft is not a signatory to the “Public Pledge of Self Regulation” for the Chinese Internet industry, which is a voluntary pledge.  We do, of course comply with local law in China – as we do in every jurisdiction in which we do business.

· Our MSN search engine in China (currently in beta), does not block searches for particular key words, including “democracy,” “freedom,” “human rights,” and the like.  Users of our beta MSN Search engine do receive search results when these keywords are entered, although users who click on these results may find that certain pages are inaccessible due to gateway-level blocking.  MSN Search has no role in such gateway-level blocking.   
· Users of MSN Spaces in China are not prohibited from using the words “democracy,” “freedom,” or “human rights” in blog titles or blog content.  Indeed, MSN Spaces does not filter blog content in any way. 

· Pursuant to the direction of the Chinese government, Spaces users may not use certain terms in their account name, space name, or space sub-title – or in photo captions.  We employ a “restricted term” list for this purpose and we make every effort to keep the list to a minimum number of terms.  The terms “democracy,” “freedom” and “human rights” are not among the terms on the current list.
Under local law, and at the direction of the Chinese government, we removed access to the MSN Space used by Zhao Jing (aka Michael Anti).  This was not a matter where Microsoft had any discretion. Although we do not think we could have changed the Chinese government’s determination to block this particular site, we regretted having to take it down.  And, we have subsequently revised our policy as to how we respond to these take down requests.
Our revised policy seeks to assure three things:

Explicit standards for protecting content access: Microsoft will remove access to blog content only when it receives a legally binding notice from the government indicating that the material violates local laws, or if the content violates MSN’s terms of use.
Maintaining global access: Microsoft will remove access to content only in the country issuing the order. When blog content is blocked due to restrictions based on local laws, the rest of the world will continue to have access. This is a new capability Microsoft is implementing in the MSN Spaces infrastructure. 
Transparent user notification: When local laws require the company to block access to certain content, Microsoft will ensure that users know why that content was blocked, by notifying them that access has been limited due to a government restriction.
Internet freedom is an issue of global concern, and it demands a candid, factual, and thoughtful debate amongst concerned stakeholders.    At Microsoft, we care deeply about this issue and have given it considerable thought.  We continually review the overall value of our services in any particular country and the conditions created by local government policies and practices.
In the case of China, we believe that despite the circumstances, the Internet has already transformed the economic, cultural and political landscape of China.  As the respected human rights organization Freedom House has noted:

“While the state has expended considerable effort to limit Chinese access to web pages

deemed politically subversive, many users find ways to access blocked Internet sites by

using proxies or anti-blocking software. The Internet has increased the speed and

convenience of accessing information and decreased the financial costs of interpersonal

communication…”

Just in the past few years, there have been repeated examples in China of the ways in which official responses to domestic events have been affected by the availability of information and opinions communicated over the Internet.  Most prominent have been reports and commentary about the handling of health issues, such as SARS, Avian flu, HIV/AIDS and water contamination. 

These examples demonstrate the important role played by the kinds of services that companies like Microsoft provide over the Internet.  Based on grounds of human rights and freedom of expression alone, Microsoft believes that we should continue to provide our Internet-enabled services in China.

We appreciate the concern of all those who read this update, and those who choose to take up the invitation from Amnesty International to write to us and express their thoughts.  We would welcome, as well, specific ideas and proposals for how Internet companies should conduct business in countries where local laws may require some restrictions on the use of our services.  

In addition to industry, non-governmental organizations, and individual citizens, there is an important role in this debate for governments, and we have encouraged the United States government to initiate discussions with other governments—both bilateral and multilateral--to address restrictions on Internet content.
For additional materials describing our views on this matter, please see our written testimony to the House International Relations Committee’s Joint Hearing, posted at: http://www.microsoft.com/presspass/exec/krumholtz/02-15WrittenTestimony.mspx
Also, our announced blogging policy is at: http://www.microsoft.com/presspass/press/2006/jan06/01-31BloggingPR.mspx
� Ashley Esarey, “Speak No Evil: Mass Media Control in Contemporary China,” A Freedom House Special Report, February 2006, at page 11.





